
Learning from Functionality Outputs:  
Private Join and Compute in the Real World

Francesca Falzon
Joint work with Tianxin Tang

Appeared at USENIX 2025



Private Set Intersection (PSI)

Alice Bob

𝑎

𝑔

𝑏

𝑐
𝑓

𝑎

𝑒
𝑓

𝑏

𝑑

2



Private Set Intersection (PSI)
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Output: 𝑋 ∩ 𝑌
= {𝑎, 𝑏, 𝑓}

Goal: Compute the intersection 
- Privately
- Efficiently 3



Private Set Intersection (PSI) Applications
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• Mobile contact discovery
• Bot net detection
• Testing of sequenced human genomes
• Ad conversion 



Private Set Intersection Cardinality (PSI-CA)
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Output: |𝑋 ∩ 𝑌|=3
Goal: Compute the cardinality 
- Privately
- Efficiently 5



Private Set Intersection Cardinality (PSI-CA)
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Hmm is “e” 
in Bob’s set?

Output: |𝑋 ∩ 𝑌|=4Output: |𝑋 ∩ 𝑌|=3



Private set intersection (PSI) allows Apple to learn if 
an image hash matches the known CSAM image 
hashes, without learning anything about image 
hashes that do not match. PSI also prevents the user 
from learning whether there was a match.

Case Study: Apple PSI

https://9to5mac.com/2021/08/05/apple-announces-new-protections-for-child-safety-imessage-safety-icloud-photo-scanning-more/
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Secure Multi-party Computation (MPC)

• Provides input privacy 
• Only considers that the computation is private

• Guarantees that nothing is learned about the input from the 
transcripts 

• Excludes information learned from the function output

• What’s the criteria that a functionality is fine?
• Not really clear!
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Not the End of the Story

• Facebook’s Private-ID
• PSI-CA

• Size of the intersection
• PSI-SUM 

• Sum of the associated values in 
the intersection

• PSI-Inner product
• AKA Private Join and Compute
• Generalizes the above

[Guo et al. USENIX 22]
[Jiang et al. NDSS 24]

This Work
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Our Contributions

•We describe 4 attacks against the PJC functionality 
• #1 Search Tree Attack
• #2 Statistical Inference
• #3 and #4 Signal Processing Techniques

•We implement and evaluate our attacks
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Overview

• Introduction
•Background
•Search Tree Attack
•Statistical and Algebraic Attacks
•Experiments
•Conclusion
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Google’s Private Join and Compute (PJC)
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Google’s Private Join and Compute (PJC)
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Google’s Private Join and Compute (PJC)

Alice Bob
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Output: σ 𝑘,𝑣 ∈ 𝑋

𝑘′,𝑣′ ∈𝑌

1{𝑘 = 𝑘′} ⋅ 𝑣 ⋅ 𝑣′
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Disclaimer
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Attack Setting

Target set 
𝑇 = {𝑘1, 𝑘2, 𝑘3, … } 𝑋

𝑘1, 5
(𝑘2, 10)

𝑘3, 1

…
 

𝑘1
′ , 𝑦1

𝑘2
′ , 𝑦2

(𝑘3
′ , 𝑦3)

…
 

Bob

Goal = learn which keys in 𝑻 are 
also in 𝒀 and what their values are.

Bob’s set is static

Alice
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Overview

• Introduction
•Background
•Search Tree Attack
•Statistical and Algebraic Attacks
•Experiments
•Conclusion

19



Basic attack

• Assume Bob’s values come from a small domain
• 𝑚𝑖𝑛𝑣𝑎𝑙 =  1, 𝑚𝑎𝑥𝑣𝑎𝑙 =  100

• We can recover 𝑛 keys and their associated values using 
a single query!
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Basic attack

• Domain separation
• Target set = {𝑘1, 𝑘2, 𝑘3}

• Adversarial input: 𝑘1, 100 , 𝑘2, 103 , 𝑘3, 106

output = 4,070,000 = 4 ⋅ 106 + 70 ⋅ 103 + 0 ⋅ 100
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Attack #1: Search Tree Attack

• There is a limit on the length of a data type in 
implementations
• E.g., unsigned long long type

• Solution: Search the space in a binary-search-like way
• Partition the search space
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Overview

• Introduction
•Background 
•Search Tree Attack
•Statistical and Algebraic Attacks
•Experiments
•Conclusion
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Target set 
𝑇 = {𝑘1, 𝑘2, 𝑘3, … } 𝑋

𝑘1, 5
(𝑘2, 10)

𝑘3, 1

…
 

𝑘1
′ , 𝑣1

′

𝑘2
′ , 𝑣2

′

(𝑘3
′ , 𝑣3

′ )

…
 

BobAlice

An algebraic representation?
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An algebraic representation?

Bob
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Output: 57
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57 = 5𝑦1 + 10𝑦2 + ⋯ + 5𝑦𝑛
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An algebraic representation?

Alice Bob

…
 

…
 

𝑘1, 2
(𝑘3, 5)

𝑘2
′ , 𝑣2

′

(𝑘3
′ , 𝑣3

′ )

𝑘2, 8  (𝑘4
′ , 𝑣4

′ )

𝑘𝑛 , 7  (𝑘1
′ , 𝑣𝑛

′ )

…
 

𝑋

Output: 45

57 = 5𝑦1 + 10𝑦2 + ⋯ + 5𝑦𝑛

45 = 2𝑦1 + 8𝑦2 + ⋯ + 7𝑦𝑛   
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• If 𝑘2 is contained in 𝑌, then:
 𝑣1 ⋅ 𝑣𝑗1

′ + 𝑣2 ⋅ 𝑣𝑗2

′ + ⋯ + 𝑣𝑛 ⋅ 𝑣𝑗𝑛

′  = output

• Otherwise,  the corresponding term becomes 0 
 𝑣1 ⋅ 𝑣𝑗1

′ +  0 + ⋯ + 𝑣𝑛 ⋅ 𝑣𝑗𝑛

′ = output

• We can thus write down a linear constraint of 𝑛 unknowns (𝑦1, … , 𝑦𝑛)

More Formally
Inputs: 𝑋 = 𝑘𝑖 , 𝑣𝑖 𝑖∈[𝑛] and 𝑌 = {(𝑘𝑗

′, 𝑣𝑗
′)}𝑗∈[𝑚]

Output: σ 𝑘,𝑣 ∈ 𝑋

𝑘′,𝑣′ ∈𝑌

1{𝑘 = 𝑘′} ⋅ 𝑣 ⋅ 𝑣′
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More Formally
Inputs: 𝑋 = 𝑘𝑖 , 𝑣𝑖 𝑖∈[𝑛] and 𝑌 = {(𝑘𝑗

′, 𝑣𝑗
′)}𝑗∈[𝑚]

Output: σ 𝑘,𝑣 ∈ 𝑋

𝑘′,𝑣′ ∈𝑌

1{𝑘 = 𝑘′} ⋅ 𝑣 ⋅ 𝑣′

𝐀    s  =   𝐛 
q x n n x 1 q x 1 

Thus, if 𝐬 is fixed in between the protocol invocations

𝐴1 = (𝑣1
(1)

, 𝑣3
(1)

, … , 𝑣𝑛
(1)

)

𝐴2 = (𝑣1
(2)

, 𝑣3
(2)

, … , 𝑣𝑛
(2)

)

⋮

𝐴𝑞 = (𝑣1
(𝑞)

, 𝑣3
(𝑞)

, … , 𝑣𝑛
𝑞)

)

Let 𝐬 = 𝑣𝑗1

′ , … , 𝑣𝑗𝑛

′
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Baseline Attack

• For 𝑛 unknowns, 𝑛 linearly independent equations are 
needed for Gaussian elimination.

• Or we simply probe each of the 𝑛 entries by setting one 
value to something non-zero one and the rest to zero.
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How about 𝑞 <  𝑛?

• Requires solving an under-determined linear system!
• There are an infinite # of solutions :/ 
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Attack #2: Maximum Likelihood Estimation

• Assume known distribution (e.g., Normal distribution)
• Output the most likely solution

• If the values in 𝑌 lie within the range [−100, 100], running 
0.95𝑛 queries, still incurs ~7 in ℓ1-loss.
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What if the intersection size is known?

• Intersection size = 𝑘, target set size = 𝑛

• Suppose (𝑘 ≪  𝑛) i.e., 𝑘-sparse
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Attacks #3 and #4: DFT and CS

• Discrete Fourier Transform (DFT)
• Need to know the exact 𝑘
• Not robust to output noise

• Compressed Sensing (CS)
• Robust to small-scale noises and sparsity defect (need a rough 

estimate of the intersection size) 
• In essence requires matrix 𝐴 to satisfy a particular property 

that ensures a unique solution.
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Overview

• Introduction
•Background 
•Search Tree Attack
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•Conclusion
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• Tree / basic attack: can scale 𝑛 up to 1 million.
• The remaining experiments were tested on 𝑛 ≤ 10, 000:

• MLE: 𝑞 =  0.95𝑛 (𝑘 =  𝑛)

• DFT: 𝑞 =  2𝑘

• CS:  
• concrete query bound of 2𝑘log2(

𝑛

𝑘
)

• 𝑞 =  0.6𝑛 for 𝑘 < 0.2𝑛 

Experimental Evaluation
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Disclosure
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Countermeasures and future work

• Preventing malicous input
• Certified PSI

• Rate limiting / query budgets
• Adding differential privacy
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Thank you!
Questions?
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Find our paper here!
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