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Private Set Intersection (PSI)
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Private Set Intersection (PSI)
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Private Set Intersection (PSl) Applications

* Mobile contact discovery

* Bot net detection
* Testing of sequenced human genomes

e Ad conversion



Private Set Intersection Cardinality (PSI-CA)
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Private Set Intersection Cardinality (PSI-CA)
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Case Study: Apple PSI

Private set intersection (PSI) allows Apple to learn if
an image hash matches the known CSAM image

hashes, without learning anything about image
hashes that do not match. PSI also prevents the user

from learning whether there was a match.

https://9to5mac.com/2021/08/05/apple-announces-new-protections-for-child-safety-imessage-safety-icloud-photo-scanning-more/
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Abstract

This document describes the constraints that drove the design of the Apple private
set intersection (PSI) protocol. Apple PSI makes use of a variant of PSI we call private
set intersection with associated data (PSI-AD), and an extension called threshold private
set intersection with associated data (tPSI-AD). We describe a protocol that satisfies
the constraints, and analyze its security. The context and motivation for the Apple PSI
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CSAM

Apple confirms that it has stopped plans to roll out CSAM
detection system

% Filipe Espésito | Dec 7 2022 - 10:28 am PT | [Z] 57 Comments

Hmmis “e”
in Bob’s set
too?

Back in 2021, Apple announced a number of new child safety features, including Child Sexual Abuse Material (CSAM) detection for
iCloud Photos. However, the move was widely criticized due to privacy concerns. After putting it on hold indefinitely, Apple has now
confirmed that it has stopped its plans to roll out the CSAM detection system.




Secure Multi-party Computation (MPC)

* Provides input privacy

* Only considers that the computation is private

* Guarantees that nothingis learned about the input from the
transcripts

* Excludes information learned from the function output

* What’s the criteria that a functionality is fine?
* Not really clear!
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Not the End of the Story

 Facebook’s Private-ID

e PSI-CA
e Size of the intersection

* PSI-SUM

e Sum of the associated values in
the intersection

* PSI-Inner product
* AKA Private Join and Compute

e Generalizes the above

[Guo et al. USENIX 22]

T [Jiang et al. NDSS 24]

> This Work
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Our Contributions

* We describe 4 attacks against the PJC functionality
* #1 Search Tree Attack
e #2 Statistical Inference
* #3 and #4 Signal Processing Techniques

* We implement and evaluate our attacks
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Overview

* Introduction

* Background

* Search Tree Attack
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Google’s Private Join and Compute (PJC)
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Google’s Private Join and Compute (PJC)
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Google’s Private Join and Compute (PJC)

a a
Alice Bob
X Y

Output: } (xyex Hk=k'}-v -7
(k' vhHey



Disclaimer

Maliciously Chosen Inputs

We note that our protocol does not authenticate that parties use "real" input, nor does it
prevent them from arbitrarily changing their input. We suggest careful analysis of whether

any party has an incentive to lie about their inputs. This risk can also be mitigated by

external enforcement such as code audits.

Leakage from the Intersection-Sum.

While the Private Join and Compute functionality is supposed to reveal only the
intersection-size and intersection-sum, it is possible that the intersection-sum itself could
reveal something about which identifiers were in common.

For example, if an identifier has a very unique associated integer values, then it may be
easy to detect if that identifier was in the intersection simply by looking at the
intersection-sum. One way this could happen is if one of the identifiers has a very large
associated value compared to all other identifiers. In that case, if the intersection-sum is
large, one could reasonably infer that that identifier was in the intersection. To mitigate
this, we suggest scrubbing inputs to remove identifiers with "outlier" values.

Another way that the intersection-sum may leak which identifiers are in the intersection is
if the intersection is too small. This could make it easier to guess which combination of
identifiers could be in the intersection in order to yield a particular intersection-sum. To
mitigate this, one could abort the protocol if the intersection-size is below a certain
threshold, or to add noise to the output of the protocol.

(Note that these mitigations are not currently implemented in this open-source library.)
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Attack Setting

V‘4

AI|ce

Target set
= {kqi,ky, k3, ... }

Bob’s set is static

Goal = learn which keys in T are
also in Y and what their values are.
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Basic attack

e Assume Bob’s values come from a small domain
e minval = 1, maxval = 100

* We can recover n keys and their associated values using
a single query!
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Basic attack

* Domain separation
¢ Target set = {kli kz, k3}
* Adversarial input: (k;, 10°), (k,, 10°), (k+, 10°)

output =4,070,000 = 4 - 10°+70-103+0- 10"
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Attack #1: Search Tree Attack

* There is a limit on the length of a data type in
Implementations
* E.g., unsigned long long type

* Solution: Search the space in a binary-search-like way
* Partition the search space
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An algebraic representation?

\‘4

AI|ce

Target set
= {ky, ko, ks, ..
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An algebraic representation?

N\
(k2; 10) (klll-' véi‘)

7~ N\
(kn, 5) (k1,v1)

\‘4

57 =5y, + 10y, + -+ 5y,

X Y
Output: 57
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An algebraic representation?

7~ N\
(k2,8) (k4,v4)

7~ N\
(kn, 7) (k1,vp)

\‘4

57 =5y, + 10y, + -+ 5y, v
45 = 2y, + 8y, + - + Ty, X

Output: 45
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More Formally

Inputs: X = {(ki»vi)}ie[n] andY = {(k{»v]{)}je[m]
Output: Y (g yex H{k =K'} -v -

(k' vhHey

* If k, iscontainedinY, then:
vy Vi, vy v+ v - v = output

* Otherwise, the corresponding term becomes 0
vi-vi,+ 0 +--+v, v =output

* We can thus write down a linear constraint of n unknowns (y4, ..., ¥»)
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More Formally

Inputs: X = {(ki»vi)}ie[n] andY = {(k{»v]{)}je[m]

Output: Y (g yex H{k =K'} -v -
(k' vhHey

Lets = (v-’l, ., vjn)

Thus, if sis fixed in between the protocol invocations

A s=D>D

Ay, = (Ul(q),vg(q), ...,v,i’)) axn  nx1 ax1
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Baseline Attack

* Forn unknowns, n linearly independent equations are
needed for Gaussian elimination.

* Orwe simply probe each of the n entries by setting one
value to something non-zero one and the rest to zero.
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How aboutg < n?

* Requires solving an under-determined linear system!
* There are an infinite # of solutions :/
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Attack #2: Maximum Likelihood Estimation

* Assume known distribution (e.g., Normal distribution)
* OQutput the most likely solution

minimize (8§ —p)? (8§ — p) subject to
minval < §; < maxval and
As =Db.

* If the valuesin Y lie within the range [—100, 100], running
0.95n queries, stillincurs ~7 in £,-loss.

31



What if the intersection size is known?

* Intersection size = k, target set size = n
e Suppose (k K n)i.e., k-sparse
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Attacks #3 and #4: DFT and CS

* Discrete Fourier Transform (DFT)
 Need to know the exact k
* Not robust to output noise

* Compressed Sensing (CS)

* Robust to small-scale noises and sparsity defect (need a rough
estimate of the intersection size)

* [n essence requires matrix A to satisfy a particular property
that ensures a unique solution.
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Experimental Evaluation

* Tree / basic attack: can scale n up to 1 million.

* The remaining experiments were tested onn < 10, 000:
* MLE: g = 0.95n (k = n)
* DFT:q = 2k
* CS:
* concrete query bound of Zklogz(g)
eqg= 0.6nfork < 0.2n
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Disclosure

[0 README @& Code of conduct A Contributing 53 Apache-2.0 license 58 Security Z

Leakage from Intersection-Sum with Cardinality.

While the Private Join and Compute functionality is supposed to reveal only the intersection-size and
intersection-sum, it is possible that these outputs themselves could reveal something about the inputs.

For example, if an identifier has a very unique associated integer values, then it may be easy to detect
if that identifier was in the intersection simply by looking at the intersection-sum. One way this could
happen is if one of the identifiers has a very large associated value compared to all other identifiers. In
that case, if the intersection-sum is large, one could reasonably infer that that identifier was in the
intersection.

Another way that the intersection-sum may leak which identifiers are in the intersection is if the
intersection is too small. This could make it easier to guess which combination of identifiers could be in
the intersection in order to yield a particular intersection-sum.

Finally, a sequence of computations on the same or related input data could allow inferring more about
the inputs.

Possible mitigations include requiring the inputs to be sufficiently large and sufficiently different across
different executions, pruning outlier values, adding differential privacy noise to the outputs, and
aborting if the intersection size is too small.

(Note that these mitigations are not currently implemented in this open-source library.)

Works including Guo et al ("Birds of a Feather Flock Together", USENIX '22) systematically study the
leakage of intersection-sum with cardinality, and also explore mitigations. We refer readers to these
works for further discussion.
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Countermeasures and future work

* Preventing malicous input
* Certified PSI

* Rate limiting / query budgets
* Adding differential privacy
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Thank you!
Questions?
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