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Joint work with Z. Zhao, G. Vitto, J. Ding

https://eprint.iacr.org/2025/1916
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Graeffe transform  
Poseidon

merging of concurrent and independent works
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Why Poseidon  
(and other arithmetization-oriented primitives)?

• Hashing built for zero-knowledge circuits
• Native-field friendly: uses additions, 

multiplications, and a simple power S-box 
over prime fields



Poseidon
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 : S-box degree
: 

number of total rounds

d
R = Rfull + Rpartial



Poseidon Initiative 2024-2026
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• Poseidon instances: 31-, 64-, 256-bit fields.
• Poseidon Group at EF: G. Kadianakis, D. 

Khovratovich, A. Sanso
• Advisory board: JP Aumasson, E. Ben-Sasson, DE 

Hopwood, D. Lubarov, R. Rothblum 
To end by January 2027



CICO Problem
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Find A, B such that

Poseidon

0A

0B

(Constrained Input, Constrained Output)

As part of the Poseidon 
Cryptanalysis Initiative,  
a bug-bounty program 
presents multiple CICO 
problem instances for 
participants to break.



Solving CICO problems
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CICO-1  Root Finding for Univariate Polynomials→

Poseidon

x A

B

0

P(x)

: univariate 
polynomial of degree 
P(x)

dR

Solve P(x) = 0



Univariate system solving
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2022 - Algebraic Attacks against Some 
Arithmetization-Oriented Primitives (Bariant, 
Bouvier, Leurent, Perrin)



1. Compute 
2. Compute  
3. Factor

Q = xp − x (mod P)
R = gcd(P, Q)
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Univariate system solving

Negligible

O(M(D)log(p))
O(M(D))

Find the roots of a polynomial  with degree  
(Idea behind the Rabin/Cantor-Zassenhaus algorithms)

f ∈ Fp[x] D = dR

 is the cost to multiply two polynomials of degree 
 using Bluestein 

M(D)
M(D) ∈ O(D log(D)log(log(D)))

Total cost: O(M(D)log(p))

★
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Can we do any better when working with 
polynomials over "special primes” ? 



Root finding over Finite FFT-fields
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2015 - Randomized root finding over finite fields 
using tangent Graeffe transforms (Grenet, van 
der Hoeven, Lecerf) 

works for primes p = σ2k + 1



Suitable bounty instances
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• Poseidon-64 
 → p − 1 = 232 ⋅ 3 ⋅ 5 ⋅ 17 ⋅ 257 ⋅ 65537

• Poseidon-256 
 → p − 1 = 232 ⋅ 3 ⋅ 11 ⋅ 19 ⋅ 10177 ⋅ 125527 ⋅ 859267 ⋅ 9063492 ⋅ 2508409 ⋅ 2529403 ⋅ 52437899 ⋅ 2547602932

Poseidon Cryptanalysis Initiative 2024-2026



The Graeffe Transform
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Let  of degree d. The Graeffe transform of  is:P(z) ∈ Fp[z] P
G(P) = P(z)P(−z) |z= z ∈ 𝔽p[z]

Lemma 1: if   thenP(z) =
d

∏
i=1

(z − αi)

G(P) =
d

∏
i=1

(z − α2
i )

★



… more useful facts about  
Graeffe Transform
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★

•    2 NTTs + invNTT 
• The Graeffe transform can be composed 
• We can compute the Graeffe transform of 

arbitrary order (not just 2):

P2(z) = f0(z)2 − z2 f1(z)2 →

Ph(z) =

f(z), if h = 1,
Ph/2(x) Ph/2(z ω h/2

ℓ ), if h is even,

f(z) P(h−1)/2(z ωℓ) P(h−1)/2(z ω (h+1)/2
ℓ ), otherwise.



Idea
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Let , pick  such that :

Compute . Then 

p = σ2k + 1 r = 2N s = (p − 1)/r ∈ [2d.4d)

P̃ = G(N) P̃ =
d

∏
i=1

(z − αr
i )

Observe  (Fermat Little Theorem)s = (p − 1)/r → p − 1 = rs → βs
i = 1

Let’s compute them (brute force). Pick  with order  in  and compute ω s Fp

{ωi : P̃(ωi) = 0 ≤ i ≤ s} = {βi}

Let .βi = αr
i

This means that the roots of the transform polynomial  are the  roots of unity.P̃ s

But we want the roots of  not the ones of . 
How do we obtain  from  ?

P P̃
αi βi = αr

i

★



Main algorithm
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★
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Poseidon Cryptanalysis Initiative 2024-2026 
Ethereum Foundation



Questions?
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Seeking: 
STARK Research Intern
(MSc/PhD)


