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Why Poselidon

» Hashing built for Circults
. . uses adaitions,
multiplications, and a simple power S-box
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31-, 64-, 256-bit fields.
G. Kadianakis, D.
Khovratovich, A. Sanso
JP Aumasson, E. Ben-Sasson, DE
Hopwood, D. Lubarov, R. Rothblum



CICO Problem

Find A, B such that

SN

Poseidon

As part of the Poseidon
Cryptanalysis Initiative,
a program
presents multiple
problem instances for
participants to break.



CICO-1— Root Finding for Polynomials

EEE B

P(x):

Poseidon

Solve P(x) = 0




Univariate system solving

2022 - Algebraic Attacks against Some
Arithmetization-Oriented Primitives (Bariant,

Bouvier, Leurent, Perrin)



system solving
x| with degree D = d"

aus algorithms)

1. Compute O = x” —x (mod P)ReCERIILCA)
2. Compute R = gcd(P, Q) 0107(¢5))
3. Factor Negligible

two polynomials of degree

log(D))) using Bluestein
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Can we do any better when working with

polynomials over "special primes”“?




- Randomized root finding over finite fields

using tangent Graeffe transforms (

)

p=o02+1



Poseidon Cryptanalysis Initiative 2024-2026
Suitable bounty instances

* Poseidon-64
—>p—1=2%.3.5.17-257 - 65537

Poseidon-256

>p—1=2.3.11-19-10177 - 125527 - 859267 - 9063497 - 2508409 - 2529403 - 52437899 - 254760293~
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Let P(2) € F,[z] of degree d. The transform of P is:
G(P) = PQP(=2)| _ ; € F,[2

d
it P(z2) = H (z — a;) then
=1

d
GP)=|[@-a})
=1



... more useful facts about

« Py(2) = fo(2)” — 2°£1(2)°

* The can be composed

* \We can compute the of
arbitrary order (not just 2):
P,(2) = P (x) P h/z(Z a)}f’/ 2), if 1 is even,

(h+1)/2)

f(Z) P(h_l)/z(Z a)f) P(h_l)/z(Z o , otherwise.
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Let p = 62X + 1, pick ¥ = 2V such that s = (p — 1)/r € [2d.4d):

d
Compute P = G™). Then P = H (z—a;)
i=1

(Fermat Little Theorem)

Let’s compute them (brute force). Pick @w with order s in Fp and compute

{0 P(@) =0<i<s}={f)



Algorithm 3: Root Finding over the Goldilocks Field

Input: A polynomial f(x) € F,g, |z] of degree d.
Output: A root of f(x) in F,,,, if one exists.
B pea— 15 p1; g < f;
while 3 is even do
B« B/2;
g < GT2(g) mod (z” — p);

B < B/3; g3 + GT3(g) mod (z” — p);
B < B/5; gs < GT5(g3) mod (z° — p);
B < B/17; g17 + GT17(gs) mod (27 — p);

B < B/257; gas7 + GTa57(g17) mod (z” — p);
if g257 has no roots in F,,, then return 1;

1 < a common root of gas7 and 2%°°°" — y;

1 < a common root of g7 and £?°" — u;
1 < a common root of g5 and z'" — u;
1 < a common root of g3 and z° — u;

1 < a common root of g and x° — u;
B <+ 232: h < f mod (2" — pu);
32

2
return a common root of h and =z — u;
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Ethereum Foundation

= Poseidon-64:

» 24-bit estimated security:- RE=6_RP=7 S4000 claimed 23 Apr 2025
» 28-bitestimated security- RE=6RP=8. S6000 claimed 27 Apr 2025

» 32-bitestimated security: RE=6-RP=10. S10000 claimed 24 May 2025
= 40-bit estimated security: RF=6, RP=13. $15000

Instance Field k Rp Rr Degree Time Memory Time [7] Memory |[7]

P2 6. 7 0.6 T - % 9 D RO . Delalg 6.1TB
P2 6 8 Goldilocks 28 6 8 719 211.38¢ 1 8TB 924.834 41TB
P2 6 10 g9 g 4n w0 salBalolc ORI - GELERY 1.9PB




Questions?

Seeking:
STARK Research Intern
(MSc/PhD)




